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Cloud Computing: An Auditor's Perspective
Kevan Brewer Sailesh Gadia, KPMG

President

Vice-President

BJ Smith Sailesh (Sai) Gadia, CISA, CPA, CIPP is a Senior Manager in KPMG’s IT Advisory
Services practice in Minneapolis, Minnesota. He has over twelve years of combined

Secretary experience serving large financial services, insurance, healthcare and IT companies. He
Wendy Dobratz has an extensive background in designing, implementing and assessing IT controls in
various industries and third-party service organizations. He was a speaker on Cloud
Treasurer

computing at ISACA’s North America Computer Audit, Control and Security Conference

Nila Henderson (NACACS) conference in Chicago in April 2010, a guest speaker at Creighton University

Director in March, and at ISACA Minnesota Chapter last year. His article on the topic was
Jennifer Harper published in the ISACA Journal, Volume 6, 2009.
Director )
Alfie Mahmoud Date: December 9, 2010
Time: 11:30 AM - 12:00 PM Registration | 12:00 - 1:00 PM Lunch | 1:00 - 3:00 PM
Program
Location: Figlio’s Tower | 209 W. 46th Terrace | Kansas City | Missouri | 64112
Price: $35 members | $50 guests | $5 students
CPE: 2 Credits
In this issue: Register at http://isaca-kc.org/ by December 6, 2010
ISACAKC ) Menu: Italian Buffet
Monthly Meeting
Upcoming 2
Monthly Meetings
and CPE
Opportunities
a )
News from ISACA 3 Want to Know More About Cloud Computing?

ISACA Calendar 4 Cloud Security and Compliance: Virtual Seminar and Tradeshow, December 8,
of Events 2010, 8:30am—4:30pm EST, 4 CPE, Free

Register at: http://www.isaca.org/Education/Online-Learning/Pages/Cloud-Security-and-
Compliance-Virtual-Seminar-and-Tradeshow.aspx#sessions
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Feedback Forum

Have an idea for a program?

We want to hear from you!
Please contact Reed
Anderson, our Programs
Chair, at

Reed.Anderson@centurylink.

com.

8

If you have any suggestions
regarding newsletter content,
please contact the newsletter

editor at
molly.coplen@yahoo.com

Did You Know....?

As an ISACA member, you
can earn CPE credits free.
Visit http://
isaca.brighttalk.com/

o

2010-2011 Monthly Meetings

Unless otherwise noted, registration begins at 11:30 am, lunch at noon, and the
presentation at 1:00 pm. Register at http://www.isaca-kc.org.

Date Location Topic and Speaker

December 9, 2010 Figlio's Tower Cloud Computing: An Auditor’s

Perspective
Sailesh Gadia, KPMG

January 13, 2011 The American Restaurant SAS 70 Changes

Deloitte

February 10, 2011 Lidia’s Topic TBD

March 10, 2011 Figlio's Tower Topic TBD

April 14, 2011 The American Restaurant Topic TBD

May 12, 2011 TBD Annual Business Meeting
Topic TBD

Upcoming Training Opportunities
Omaha Chapter

COBIT Foundations (16 CPE) and Implementing IT Governance Using COBIT and Val
IT (16 CPE) courses. January 24-27, 2011. Register by November 30, 2010 to qualify
for the early-bird discount! http://www.isaca-omaha.org/events09.htm

The Atlantic Provinces Chapter of ISACA

The Atlantic Provinces Chapter of ISACA is pleased to announce an online session
related to the Payment Card Industry Data Security Standard for its members and
associates. The webcasted event will be held on Thursday, December 9th, 2010 at
12:00pm AST and will last approx. 75 minutes using BrightTalk. The Payment Card
Industry Standards Council has developed a Data Security Standard, or PCI DSS. The PCI
DSS is a set of comprehensive requirements for enhancing payment account data security
developed to help facilitate the broad adoption of consistent data security measures on a
global basis. A recent [ITA/GAIN Knowledge Briefing "Moving Toward PCI Compliance"
reports that many organizations have struggled in their compliance efforts. IT auditors can
play an important role to help their organization comply with this standard and manage
the risk to their organization.

This presentation will address:
e The key issues facing organizations in the journey to PCI compliance
e Emerging issues and the direction the standard is headed (the standard is not static)

e How IT auditors can play a vital role in PCI compliance and assessment and
reporting/ attestation.

Presenters: James Murray, CA, CISA, CIA, CGEIT, PCI QSA and Bashir Fancy, MD

$35 members, $45 non-members, 2 CPE, http://www.isaca-atlantic.ca/registration/




Certified Information

CISA systems auditor

The Certified Information Systems
Auditor (CISA) is ISACA’s
cornerstone certification. .Since
1978, the CISA certification has
been renowned as the globally
recognized achievement for those
who control, monitor and assess an
organization’s information
technology and business systems.

Certified Information

C|SM Security Manager”

The Certified Information Security
Manager (CISM) certification is a
unique management-focused
certification that has been earned
by more than 13,000 professionals
since its introduction in 2003.
Unlike other security certifications,
CISM is for the individual who
manages, designs, oversees and
assesses an enterprise's information
security.

The Certified in the Governance of
Enterprise IT (CGEIT) certification
program was designed specifically
for professionals charged with
satisfying the IT governance needs
of an enterprise. Introduced in
2007, the CGEIT designation is
designed for professionals who
manage, provide advisory and/or
assurance services, and/or who
otherwise support the governance
of an enterprise’s IT and wish to be
recognized for their IT governance-
related experience and knowledge.

Certified in Risk
and Information

CRISC ;l'."ih"'l 5 Control

The Certified in Risk and
Information Systems Control™
(CRISC) certification is designed
for IT professionals who have
hands-on experience with risk
identification, assessment, and
evaluation,; risk response; risk
monitoring; IS control design and
implementation; and IS control
monitoring and maintenance.
CRISC recognizes a wide range of
professionals for their knowledge
of enterprise risk and their ability
to design, implement, monitor and
maintain IS controls to mitigate
such risk.

News from ISACA

A New Look for CISA, CISM, CGEIT

In alignment with ISACA’s product branding strategy, and in keeping with the new CRISC logo
design, ISACA has redesigned its certification logos. The new, more clean and current CISA,
CISM and CGEIT logos incorporate the text, “An ISACA Certification,” which helps identify
each certification as belonging to ISACA and supports the trust and value of ISACA certifications
as a unique product family. Each certification will maintain its own identity within the portfolio
through use of color.

ISACA Introduces Membership Level Program

ISACA has implemented a “Member Level Program” to recognize and honor long-term
members, and to encourage them to maintain continuous membership in ISACA. Mem-
bers will be receiving information on the program via the @/SACA newsletter. A level
is earned based on years of consecutive membership as it relates to the year a person
joined. If someone let his/her membership lapse and later re-joined, the level will be based on
his/her most recent join date. Membership levels and years of membership are as follows:

Bronze - 3-4 consecutive years of membership

Silver - 5-9 consecutive years of membership

Gold - 10-14 consecutive years of membership
Platinum - 15 or more consecutive years of membership

The 2011 membership card carriers will include a congratulatory message to those who achieved
a member level, and the membership card itself will list their level.

2010 ISACA Online Holiday Shopping and &gw
Workplace Internet Safety Survey Qg

As you are finishing your holiday shopping list in preparation of Black Friday or Cyber Monday,
consider the results of the ISACA Online Holiday Shopping survey. ISACA surveyed 837
business and IT professionals and members of ISACA who reside in the United States. The
complete results can be found at www.isaca.org.

e 49% of the respondents thought that the average employee spends five or fewer hours
shopping online using company equipment.11% indicated employees spend more than 20
hours shopping using company equipment.

o 55% expected employees to spend about the same amount of time this year shopping online
at work as they did last year.

e 61% indicated that the organization limits (restricts or prohibits) online shopping using
company equipment, by limiting use to non-work hours (22%), preventing access to certain
sites (30%), or prohibiting (9%) online shopping.

e 32% of'the respondents indicated that their organization loses $15,000 in terms of
productivity due to online shopping.

e 25% of the respondents indicated the organization prohibits access to social networking sites,
and another 42% impose some limitation (preventing access to sites or limits use to lunch,
before/after work).

e 15% of the respondents thought that personal use of work computers resulted in at least 50%
of the information security incidents.

e 67% indicated using work email for personal correspondence was a moderate or high risk to
the organization, but only 33% indicated their organization bans the use of work email
addresses for personal business.
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2010-2011 Board Members |

Kevan Brewer
President
kevan_brewer@yahoo.com

BJ Smith
Vice President
BJSmith@dstsystems.com

Wendy Dobratz
Secretary
wevans(@naic.org

Nila Henderson
Treasurer/Webmaster
treasurer@isaca-kc.org

Reed Anderson
Chair, Programs Committee
Reed.Anderson@centurylink.com

Heidi Zenger
Programs Committee
hzenger@deloitte.com

Michelle Moloney
Programs Committee
michelle.j.moloney@sprint.com

Matt Suozzo
Membership
mattsuozz@gmail.com

Molly Coplen
Newsletter
molly.coplen@yahoo.com

Jennifer Harper
Director
j1211biz@gmail.com

Alfie Mahmoud
Director
amahmoud@kpmg.com

Calendar of Events

December
6-10 December ..ISACA Training Week—Las Vegas, NV; 38 CPE

8 December ......ISACA Virtual Seminar and Tradeshow, Security and Compliance
in the Cloud: Define, Defend and Regulate

9 December .....KC ISACA meeting, Cloud Computing: An Auditor’s Perspective

9 December .....Online session, Payment Card Industry Data Security Standard,
presented by the Atlantic Provinces Chapter of ISACA

11 December .....CISA, CISM, CGEIT Exams
31 December......ISACA membership dues for 2011 due
January

7 January............ Deadline for nominations for the ISACA Board of Directors for 2011-
2012

13 January ......... KC ISACA meeting, SAS 70 Changes
24-25 January ....Omaha ISACA Chapter, COBIT Foundation Course; 16 CPE

26-27 January ....Omaha ISACA Chapter, Implementing IT Governance Using COBIT
and VallT; 16 CPE

February

9 February......... Deadline, Early Registration, CISA, CISM, CGEIT Exams

10 February ......KC ISACA meeting, 7BD

@rite an Article for the Newsletter!

We are always looking to add new and interesting content to the newsletter and are
accepting article submissions from our members for consideration! To be considered for
publication, articles must meet the following criteria:

* Word or text document format

* 500 or less words

* Relevant to ISACA, IT Governance, IT Audit, Security, etc.

* References to all applicable sources, including the title, author, and date written.

To submit or for more information, please contact our Newsletter Editor. Email:
@lly.coplen@yahoo.com
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http://isaca.informz.net/z/cjUucD9taT0xMTE2OTk4JnA9MSZ1PTEwMjAxNzU0NTQmbGk9NDYwODE3NA/index.html

